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ABSTRACT
In this session, we will discuss practical techniques to strengthen industrial control systems against cyberattacks. The session will begin with a brief overview of the current threat landscape, and actions taken by
customers, the industry, and vendors to improve cybersecurity. The session will then transition to an
overview of cybersecurity features that are being added to industrial control equipment. The session will
review potential attack vectors (web access, rogue Modbus client, IP spoofing, stolen password, malware
via USB, and malware via URL) and provide a hands on demonstration of how new security features in
industrial control systems can be configured to counter attack vectors to mitigate risk. The session will
couple practical demonstrations with instruction to maximize the understanding of concepts.
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